COI''TACOBAHO YTBEPKJAEHO

ITeqarornyeckuM COBETOM npukazom CII6 I'BY J1O

CII6 I'bY J10 CHIOP no BBC «Qxpan» CIIOP no BBC «Qkpan»
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npotokoia Ne 5 (ITpunoxenue Ne 20)
ITono:xenune

0 3a11MTe, XPaHEHUH U 00padoOTKe U Nmepegaye NePCOHANbHBIX JAHHBIX
o0yyarimmxcs (CNOPTCMEHOB)
Cankr-IleTepOyprckoro rocy1apcTBeHHOT0 OI0IKETHOTO YUPeKIeHUs
AOTOJHUTEIBHOT0 00pa30BaHMUs
CIIOPTHBHOM IIKOJIbI OJTMMIIMHCKOIO pe3epBa
10 BOJAHBIM BH/IaM CIIOPTAa «IKPaH»

I. O01mue mos10KeHUA

1.1. Hacrosmee moioXXeHHE O 3alIUTE MEPCOHAJBHBIX JAHHBIX OOYYaIOLINXCS
(cmoptcmenoB) (manee - Tlomokenne) Cankt-IleTrepOyprckoro rocy1apcTBEHHOTO OFOKETHOTO
YUPEXKIEHUS TOTIOJHUTEIFHOTO 00pa30BaHUS CHOPTUBHOM WIKOJBI OJUMITMICKOTO pe3epBa
0 BOJHBIM BUJaM cropta «JkpaH» (mamee — VYupexIeHUE) YCTaHaBIMBAET MOPAIOK
MOJTyYeHUsl, XpaHEeHHUsI, TTepeiadn, 00pabOTKH U JTF0O0T0 APYroro MCIOIh30BaHUS MEPCOHATBHBIX
JAHHBIX 00YyYaIOIINUXCA.

1.2. ITonoxenue pa3paboTaHO HA OCHOBAHUU:

- Koncturynuu Poccuniickoit @enepannu;

- @enepanibHoro 3akoHa ot 27.07.2006 Nel52-®3 «O mnepcoHaIbHBIX JaHHBIX»,
®enepanpHoro 3akoHa oT 27.07.2006 Nel49-d3 «O6 wundopmarnuu, uHGOPMAITMOHHBIX
TEXHOJIOTHUSIX U O 3aIIUTe HHPOPMAITUI;

- noctaHoByienusi IIpaButenbctBa Poccuiickoit @epeparuu ot 01.11.2012 Ne 1119
«O06 yTBepkaeHMM TpeOOBaHMI K MEPCOHANBHBIM JTaHHBIM TOpU HX 00paboTke
B MH(MOPMALMOHHBIX CHCTEMaxX IE€PCOHAIBbHBIX JAHHBIX» W MPHU3BAHO O00ECIeYuTh IpaBa
U cBOOOIY pu 00pabOTKE MEPCOHATBHBIX JAHHBIX.

1.3. K nepcoHanbHbIM JJaHHBIM OTHOCSITCS:

- CBEICHMA, COJepXKallecs B CBUACTEIBCTBE O POXKACHUU OO0YYarOLIErocs
(crmopTcMeHa), macropTe WM HHOM JJOKYMEHTE, YJJOCTOBEPSIOIIEM JINYHOCTD;

- TaHHBIE 0053aTEILHOTO METUIIUHCKOTO CTPAXOBaHUS;

- tHGOPMAIIHS O COCTOSTHUH 37I0POBbsI (CBEICHHS 00 MHBAJMIHOCTH H T.I1.);

- UHH.

1.4. Bce mepcoHanbHBIE NaHHBIE 00 OOydwaromeMcs (CIOPTCMEHE) MOXHO TMOJYYHTh
TOJIBKO HEMOCPEJCTBEHHO C C€aMOro IOCTYMAIOMIEr0 MJIM €ro 3aKOHHBIX IpeICTaBUTENCH
(poauTeneii), KOTOpHIE AAIOT corjacue Ha ux 00padoTky. Cormacue ohopmIIsIeTCsl B TUCBMEHHON
dopmMe B ABYX 3K3EMIUIIpAaX, OJUH M3 KOTOPBIX MPEIOCTABIACTCS CYOBEKTY MEepCOHATBbHBIX
JTAHHBIX, BTOPON XPAHUTCS B Y UPEKICHHUHU.

1.5. IlepcoHanbHbIe JaHHBIE SBISIOTCA KOH(UICHIMANBHON MHpOpPMaLUei 1 He MOTYT
OBITH UCIIOJIL30BaHbI AIMUHUCTPALIUEH WU JIFOOBIM UHBIM JIULIOM B JINYHBIX LIEJISX.

1.6. O6yuarommiics (cmopTcMeH) 00s3aH CBOEBPEMEHHO CO00IAaTh 00 M3MEHEHUU CBOUX
NEPCOHAIBHBIX JaHHBIX.



II. ITosryyeHnue, xpanenue, 00padoOTKa U nepegaya
MEePCOHAJbHBIX JAHHBIX

2.1. Tlonyuenue, 06paboTKa, XpaHEHHE U JIIOOOE JAPYroe UCIOIb30BAHUE MTEPCOHATBHBIX
JAHHBIX MOXET OCYIIECTBISATHCS HCKIIOUYUTEIBHO B IENAX COOJIIONEHHUS 3aKOHOB U HMHBIX
HOPMATUBHBIX IIPABOBBIX aKTOB.

2.2. Bce Mepbl KOH(PUICHIIMATIBHOCTH MTpH cOope, 00paboTKe U XpaHEHUU NEPCOHATBHBIX
JTAHHBIX PACHpPOCTPaAHAIOTCA KaK Ha OyMakHbIE, TaK U Ha AJIEKTPOHHbIE (aBTOMATHU3UPOBAHHEIEC)
HOCUTENU UH(POPMAITUH.

2.3. XpaHeHue NepcoHaANbHBIX JAHHBIX JOJKHO MPOUCXOAUTD B MOPSIJIKE, UCKITIOYAIOIIEM
UX YTpaTy WU HEIPAaBOMEPHOE UCIIOJIb30BAHUE.

2.4. TlepcoHalIbHBIE TaHHBIE MOTYT TAK)KE XPAHUTHCS B JIEKTPOHHOM BHUJI€ HA JIOKAIBLHON
KOMITBIOTEPHOM ceTH. JlocTynm K 3JeKTPOHHBIM 0a3aM JaHHBIX, COAEp)KALIMM IepCOHAIbHbIC
JIaHHBIE, 00ECTICYMBACTCSI CHCTEMOM TapoJei.

2.5. IIpaBo noctyna K N€pCOHAIBHBIM JaHHBIM UMEIOT:

- TUPEKTOP, 3aMECTUTENh TUPEKTOpa Y UpeKICHUS;

- paOOTHUKM MEAMLIMHCKOTO OT/ieNa (K JaHHBIM, KOTOpble HEOOXOAMMBI JIJIsl BHITIOJTHEHUS
KOHKPETHBIX (YHKITUHN);

- HHCTPYKTOP-METOAMUCT Y4eOHO-CIIOPTUBHOTO OT/IENA;

- TpeHep - MpemnoaBaTesb y4eOHO-CIIOPTUBHOTO OT/ENA.

2.6. Ilpu nepenaue nepcoOHANbHBIX JAHHBIX, JMIA, UMEIOLIME IPABO HA HMCIIOJIb30BAHHE
NEPCOHAIBHBIX JaHHBIX, 00sA3aHbl MPEAYNPEANUTh JIHI, MOJy4YaloUMX JaHHYI0 HHGOpMAaIUIo,
O TOM, 4YTO O3TH JaHHbIE MOTYT OBITh HCIIOJI30BaHBl JIMIIb B LEJSX, JUISI KOTOPBIX OHH
COOOIIIEHBI, a TAaK)Ke MOTPEOOBATh OT ATUX JIUII MIMCbMEHHOE MOATBEPKACHUE COOIIOIEHUS ATOTO
YCIIOBUSL.

2.7. CrpaxoBble KOMIIAHMM MOTYT TMOJYYUTh JOCTYH K TI€PCOHAJIbHBIM JTaHHBIM
oOyyaromuxcst (CIOPTCMEHOB) MPHU 0(OPMIIEHUN COOTBETCTBYIOIIEH CTPaXOBKHU.

2.8. KonupoBaHue M BBIMKCKA MEPCOHAIBHBIX IAHHBIX PAa3pelIalOTCs HCKIIOYUTEIHLHO
B CIIY)KEOHBIX LIESIX pabOTHUKAM, MMEIOLINM IMPaBO JOCTYINA M OCYLIECTBISIOUIMM 00paboTKy
MEPCOHAIBHBIX JaHHBIX.

II1. O6s13aHHOCTH PAa0OTHUKOB, MMEKIIHUX JOCTYI K
MEePCOHAIbHBIM JAHHBIM, 10 UX XPAHEHHUIO U 3a1LHUTE

3.1. PaboTHMKH, HWMEIOIIHME JOCTYl K TEPCOHAIBHBIM JaHHBIM OOYYarOITUXCs
(criopTCMEHOB), 00SI3aHBI:

- HE co00IaTh MEPCOHATBLHBIE JaHHBIC TPEThEH CTOPOHE 0€3 ero MMCHbMEHHOTO COTJIACHSI,
KpOME CJy4aeB, KOTJa B COOTBETCTBHHM C (helepadbHbIMA 3aKOHAMHU TaKOTO COIJIACHs
He TpeOyeTcs;

- OGGCHG‘II/ITB SaH_II/ITy HepCOHaJII:HBIX JAHHBIX OT HeraBOMepHOFO X HUCIIOJIB30BaAHUA
WJIM yTPaThl, B MOPAJIKE, YCTAHOBICHHOM 3aKOHOAATENbCTBOM Poccuiickoit @enepanuu;

- O3HAKOMHTH OOydJaromierocss (CIOPTCMEHA) ¥ €ro 3aKOHHBIX MPEICTaBUTENCH
¢ HacrosiuM [lonokeHneM U uX TIpaBaMu U O0S3aHHOCTSIMH B 00JIACTH 3alTUTHI TIEPCOHATBHBIX
JAHHBIX IO MOJIKCH,

- cobmogaTh TpeOoBaHUE KOHPUACHITMATHHOCTH TEPCOHABHBIX JaHHBIX.

IV. Ilopsinok obecnieyeHu sl 3AUTHI EPCOHAIbHBIX
JAHHBIX

4.1. Tlog yrpo3oil WM ONACHOCTBIO YTpaThl NEPCOHAIBHBIX JaHHBIX ITOHUMAETCS
CAMHUYHOC WJIM KOMIUICKCHOE, pPeajbHOC WJIM IOTEHI[MATbHOS, AKTUBHOEC WM TACCHBHOC
HpOHBHCHHC 3J'IOYMI>II_HJ'ICHHBIX BO3MO)KHOCT€I>'I BHCHIHUX HJIN BHyTpeHHI/IX HNCTOYHHUKOB yrp03bl
co37aBaTh HEOJIArompUATHBIC COOBITHS, OKa3blBaTh JCCTAOMIIM3UPYIONIEE BO3JCHCTBUE
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Ha 3aIUIAeMyI0 HH()OPMAITHIO.

4.2. Puck yrpo3sl J1t00bIM HH(POPMALMOHHBIM PeCypcaM CO3/al0T CTUXHMIHBIE O€CTBUA,
JKCTpeMallbHble CHUTYallud, TEPPOPUCTUYECKHE JACUCTBUS, aBapuu TEXHUYECKHX CPE/ICTB
U JIMHUN CBsI3W, Jpyrue OOBEKTHBHBIE OOCTOSTENBCTBA, a TaKXKe 3aMHTEPECOBAHHBIC
U He3auHTEPECOBaHHbIC B BOSHUKHOBEHUU YIPO3bI JIUIIA.

4.3. 3amuTa NepcoOHAIBHBIX JAHHBIX MPEACTABISIET COOON KECTKO PErIaMeHTHPOBAHHBIN
U JUHAMHYECKH TEXHOJOTUYECKUH MpOoLecc, MpeayNnpeXIalonuil HapylleHHe JIOCTYIMHOCTH,
IEJIOCTHOCTH, JIOCTOBEPHOCTH M KOH(UICHIMAIBHOCTH NEPCOHANBHBIX JAHHBIX M, B KOHEYHOM
cyere, OOECMEeUMBAIOIIMK JOCTATOYHO HAACKHYIO Oe30macHOCTh WHGOpMAIMU B TIpollecce
NESTENIbHOCTH Y UpEkKACHHUS.

4.4. 3amuTa epcoOHaIbHBIX JaHHBIX OT HEMPABOMEPHOI'O MX MCIIOIb30BAHUS WU YTPAThI
JI0JDKHA OBITH oOecrnedeHa paboTomaresieM 3a CUeT €ro CPeACTB U B MOPSAKE, YCTAHOBICHHOM
denepanbHBIM 3aKOHOM.

4.5. BHyTpeHHss 3a1uTa.

4.5.1. Hdna obecrieueHus: BHYTPEHHEW 3alllUThl MEPCOHAIBHBIX JAaHHBIX HEOO0XOIUMO
cOOJII01aTh CIEAYIOIINE MEPHI:

-OrpaHMYCHHE M PETJIAaMEHTAllMsl COCTaBa PaOOTHHUKOB, (PYHKLIMOHAJbHBIE 00S3aHHOCTH
KOTOPBIX TPEeOYIOT KOH(UICHIINAIbHBIX 3HAHUH;

- cTporoe u3dupareabHOe U 0OOCHOBAHHOE paclpesieieHne JOKYMEHTOB U UH(POPMALUU
MEXIy paOOTHHKAMU;

- 3HaHuE pabOTHUKOM TPeOOBAHUN HOPMAaTHUBHO-METOJNYECKUX JIOKYMEHTOB IO 3aIIUTE
MH(OpPMaLIUU U COXPaHEHUIO TailHbI;

-OpraHu3anus nporecca yHUUTOXKEHHs HH(POPMAIIUH;

- BOCIHTATelbHAs M pa3bsACHUTENIbHAas paboTa ¢ pabOTHHUKAMH, MUMEIOMIMMH JOCTYI
K IEPCOHAIBHBIM JJAHHBIM paOOTHHKA.

4.5.2. Bce (aitnbl, conepikaiiye nepcoHaIbHbBIE TaHHBIC B 3JIEKTPOHHOM BHUJE, TOJIKHBI
OBITH 3aIUIIEHBI TAPOJIEM.

4.6. Brentgas 3amura.

4.6.1. i 3amuThl KOHGUAESHIMATLHOW MH(POPMAIMK CO3AAI0TCS IiefiCHaNpaBIieHHbIC
HEOJaronpusITHBIE YCIOBUS M TPYIHOMNPEOJONUMbIE MPEMSITCTBUS IS JIMLA, MbITAIOIIErocs
COBEPIIUTH HECAaHKIIMOHUPOBAHHBIHN OCTYI M OBJIAJETh EPCOHATBHBIMHU JaHHBIMH

Ilenpt0 M pe3yabTaToM HECAaHKIMOHUPOBAHHOIO JOCTyNMa K HH()OPMAIMOHHBIM
pecypcaM MOXeT ObITh HE TOJBKO OBJAJEHUE CBEACHUAMU U HUX HCIOJIb30BaHUE,
HO M UX BHUJOM3MECHEHHE, YHUYTO)XEHUE, BHECCHHWE BHpYCa, MOJIMEHa, (anbCUPUKAIH
coJlep’KaHusl JOKYMEHTA U JIpYyroe.

V. OTBeTCTBEHHOCTh A/IMUHUCTPAIUU U COTPYAHUKOB

3.1. Kaxnaprii paboTHUK YUpeKIACHUS, TOIYJArONIi A1 paboThl KOH(GUIECHIINATBHBIN
JIOKYMEHT, HECET JTMYHYI0 OTBETCTBEHHOCTh 32 COXPAHHOCTh HOCHUTENS M KOH(PUICHIIMATHLHOCTD
uHpopmanuu.

3.2. Jluma, BUHOBHBIE B HApYIICHHH HOPM, PETYIUPYIOIIUX IOIy4YeHHE, 00pabdoTKy
U 3alUTy NEPCOHAIBHBIX JaHHBIX, MPUBJICKAIOTCA K IUCHUIUVIMHAPHOW U MaTepuaibHON
OTBETCTBEHHOCTH B TIOpsIKE, ycTaHOBICHHOM TpymoBbiM KomekcoM u MHBIMH (efepatbHbIMU
3aKOHAaMH, a Tak)X€ MOTYT ObITh MPUBJIEYEHBI K aJIMUHUCTPATUBHOM, IPa’kKIaHCKO-IIPaBOBON
¥ YTOJIOBHOW OTBETCTBEHHOCTH B MOPSIIKE, YCTAHOBICHHOM (hefiepaTbHbIMU 3aKOHAMHU.

3.3. 3a HeucHnoJIHEHWE WJIM HEHAJJIe)Kalllee HCIOTHEHHE pPaOOTHMKOM IO €ro BHHE
BO3JIO)KEHHBIX Ha HEro OO0S3aHHOCTEH MO COONIONEHHIO YCTAHOBJIEHHOTO TOpPSJIKAa pabOThI
CO CBEICHUAMHM KOH(PUACHLMAIBLHOTO XapakTepa paboTojaTenb BIOpaBe MPUMEHATH
npeaycMoTpeHHble  TpynoBeiM — KoaekcoMm  Poccuiickonn  @enepauuu  IUCLHUIUITMHAPHBIE
B3BICKAHHUS.



